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Country: Bhutan
Name of Project: Accelerating Transport and Trade Connectivity in Eastern South Asia (Access) – Bhutan Project
Loan No/Credit No/ Grant No: IDA 77560 (Credit)/IDAE4310 (grant)
Assignment Title: Selection of a consultancy firm to Design Data Lakehouse with Business Intelligence
Reference No: ACCESS/GOVTECH/CS-16


1. Background:

Under the Accelerating Transport and Trade Connectivity in Eastern South Asia Program (ACESS) Phase 2 - Bhutan Project (P181278) Project, The Royal Government of Bhutan is pursuing strategic investments in digital transformation for enhanced public services delivery and socio-economic development. A key component of Bhutan's digital transformation is the development of a Bhutan National Single Window (BNSW) for trade documents. To improve its international trading performance, Bhutan has committed to develop and implement a National Single Window (NSW) for trade. The NSW, through the introduction of an electronic, online solution, will integrate existing certificate, license, and permit issuing services into a unified platform, facilitating faster and more transparent international trade procedures, reducing costs, enhancing inter-agency coordination, and decreasing the time required to clear goods. The NSW shall be interfaced with Bhutan's existing trade and border management ICT systems, providing an effective platform for the regulation of international trade.

The implementation of the Bhutan National Single Window involves the large-scale processing of data, alongside extensive cross-border data flows. To meet data processing, reporting, analytics and visualization requirement a data lakehouse, ETL environment, and BI solution is necessary to meet related needs.
[bookmark: _GoBack]
2. Objectives of the Assignment

· To design a complete, secure, and resilient end-to-end data warehouse/lakehouse architecture including BI for the National Single Window (NSW) project. The expected outcome is a fully documented, justified data platform solution ready for implementation.
· Provide knowledge transfer and advisory measures to support the GovTech Project Management Unit (PMU) and the Data Science and AI Division (DSAID) in managing the implementation and sustaining the lakehouse platform.

3. Scope of Services, Tasks (Components) and Expected Deliverables

The Consultancy shall be responsible for the delivery of activities, reports and recommendations across five phases.

[bookmark: OLE_LINK15]Phase 1 – Inception, Assessment & Planning
1. Inception & Gap Analysis: Conduct stakeholder workshops; review all available documentation and technical assets; assess on-premise infrastructure adequacy against modern data platform demands, identifying bottlenecks. Annex A comprises a list of preliminary organizations to be consulted, based on the scope of the National Single Window (NSW) at the present time. As part of the infrastructure gap analysis, the Firm shall assess the current and required environment landscape across development, testing, UAT, and production tiers. The assessment shall recommend an environment provisioning and promotion approach (including branching/release strategy, configuration management, and data masking or subsetting requirements for non-production environments) and identify any infrastructure or licensing gaps
2. [bookmark: OLE_LINK12]Data Source Assessment: Using the Client-provided Annex A – Preliminary Data Sources Inventory as a baseline, validate and profile all in-scope NSW data sources (approximately 20–25, including Customs, trade licensing, and finance systems); document data types, volumes, velocity, and quality for each source. For each profiled data source, the Firm shall execute data quality checks (completeness, uniqueness, validity, consistency, timeliness) and document baseline quality. The assessment shall identify authoritative (master) sources for shared reference entities and flag any conflicting or duplicated master data across systems. The Firm shall submit an updated Annex A for Client approval as part of the Phase 1 deliverable.
Treatment of Existing and Proposed Systems:
For avoidance of doubt, any Annex A entry identified as proposed, planned, under development, or not yet operational shall remain within scope only for high-level future onboarding assessment as expressly set out in this ToR. Such entries shall not be treated as subject to full source profiling, detailed data-quality assessment, interface-level specification, or implementation-ready onboarding design unless and until GovTech and relevant stakeholders have sufficiently defined the relevant system to permit such assessment.

3. Legal & Compliance Review: Ensure designs comply with National Data Governance Framework, Information Communication and Media (ICM) Act, National Digital Identity (NDI) Act, and other relevant regulations. Legal and regulatory review must be translated into concrete technical design choices (e.g., how the ICM Act and NDI Act affect storage, access layers, and encryption). The Firm shall compile a dataset-level inventory of all personal and sensitive data elements processed, classifying each by sensitivity tier (e.g., public, internal, confidential, restricted).
4. [bookmark: OLE_LINK1]Data Exchange Assessment: Analyze the requirements for data exchange over the existing enterprise service bus (ESB) between (1) the NSW lakehouse, (2) other existing government systems. The assessment should also consider RGoB overall data sharing requirements including the upcoming implementation of GovStack building blocks. The assessment must focus on security, latency, and API-driven interoperability, data variables, as well as query performance strategy and identification of high‑latency data retrieval patterns. For each required interface, the consultant firm shall define (and justify) the integration pattern to be used, such as batch ingestion, incremental ingestion/CDC, event/streaming, or API-based retrieval. The Firm shall define latency tiers (for example: near-real-time, hourly, daily, ad hoc) and assign one tier per interface. The Phase 1 deliverable shall include an Interface Catalogue (tabular) listing at minimum: source system, consuming system(s), data domain, interface pattern, latency tier, authentication/authorization method, encryption requirements, error handling/retry approach, logging/audit requirements, and ownership/responsibility for interface operations. 


Phase 2 – Core Architecture Design
1. Architectural Blueprint: A fully specified, implementation-ready design. The design should leverage sizing done by a data center expert procured by the client. 
2. For purposes of this assignment, “implementation-ready design” means a design package sufficiently detailed to support the preparation of the subsequent implementation procurement and implementation planning, and shall include at a minimum:
(a) an architecture narrative describing the target-state platform and operating model;
(b) logical and physical architecture diagrams;
(c) environment topology covering development, testing, UAT, and production;
(d) source-to-platform ingestion and integration architecture, aligned to the approved Interface Catalogue;
(e) storage-layer design, processing-layer design, modelling approach, and data lifecycle design;
(f) security architecture assumptions and controls aligned to the Phase 3 security outputs;
(g) capacity, sizing, and environment assumptions, including any dependency on Client-provided infrastructure studies;
(h) non-functional requirements, including performance, resilience, auditability, maintainability, and recoverability assumptions;
(i) implementation dependencies, sequencing constraints, and design assumptions; and
(j) full traceability to material findings from Phase 1.
For the avoidance of doubt, this assignment does not include software development, configuration, migration execution, or production deployment under Phase 2 unless expressly stated elsewhere in this ToR.
3.	Design logical & physical diagrams: storage layers (Bronze/Silver/Gold), ingestion patterns (batch, streaming, API), processing engines, Storage format choices; modeling approaches.
4.	Technology Justification: Formal recommendation & justification for the technology stack (FOSS vs. commercial; on-premise vs. hybrid cloud) based on TCO, performance, security, maintainability.

Phase 3 – Security & Governance Design
1. Security Architecture: Design a multi-layered model including authentication (LDAP/AD, Kerberos), authorization (RBAC at table/column/row level, e.g., Apache Ranger), its integration with IAM (LDAP/AD, Kerberos), data protection (encryption, masking), and auditing (logging). The Firm shall produce the following implementation-grade artifacts:
(a) A data classification scheme for the NSW analytical environment, defining classification tiers and minimum handling requirements per tier (access constraints, encryption requirements, logging requirements, retention requirements), aligned with applicable national policies.
(b) An access control matrix defining user roles, dataset/domain entitlements by role, row/column-level restrictions where required, masking rules where required, and the approval workflow for granting/revoking access. The matrix shall be in tabular format suitable for implementation.
(c) Audit logging specifications defining audit logging events and retention periods covering authentication events, access to sensitive datasets, administrative actions, and data pipeline executions, including review responsibilities.
2. Data Governance: Develop a blueprint for a central catalog, lineage tracking, metadata management, and data classification. The blueprint shall include: data retention/purge schedules; audit logging coverage and retention; and data quality governance (roles, approval processes). In addition, the Firm shall define data stewardship roles, minimum metadata fields for catalogue registration, lineage capture approach, and lifecycle processes for dataset onboarding, change management, and deprecation.
Phase 4 – Implementation Planning
1. Implementation Roadmap: Develop a high-level phased roadmap for architecture build-out.
2. Terms of Reference (ToR) for Implementation: ToR for Implementation: Develop a detailed, procurement-ready ToR in alignment with World Bank guidelines to procure a data engineering expert or firm for hands-on implementation, testing, and operationalization. The Implementation ToR shall, at minimum, include:
(a) Scope and phased work packages;
(b) Target architecture and environment requirements (dev/test/UAT/prod);
(c) Data ingestion build requirements and mandatory use of the approved Interface Catalogue;
(d) Security control implementation requirements aligned to the approved security artifacts from Phase 3;
(e) Test and acceptance plan (functional, performance, security);
(f) Data migration and reconciliation approach, including data quality gates;
(g) Training and knowledge transfer plan;
(h) Operational readiness requirements (monitoring, backup/restore, incident procedures);
(i) Warranty and early-life support requirements and SLAs;
(j) Deliverables and payment milestones; and
(k) Minimum qualification requirements for the implementer.
Note: The Implementation ToR shall be technology-neutral and use "or equivalent" language where specific products are referenced.
To avoid actual or perceived conflict of interest, the Firm selected under this RFP, its affiliates, and any entity under common control shall be ineligible to participate (as prime or sub-consultant) in any subsequent procurement for implementation services that is based materially on the Implementation ToR produced under this assignment, unless the Client confirms otherwise in writing and in compliance with applicable procurement regulations.
    Phase 5 – Documentation, Reporting, and Capacity Strengthening
1.	Prepare comprehensive technical documentation summarizing current system issues, resolutions, and best practices. 
2.	Develop SOPs for ongoing data validation, reconciliation, and system maintenance Acceptance criteria and sign-off templates..
3. Provide recommendations to enhance DSAID's institutional capacity for future system          management and integration. [role based training plan]
4.	Present a consolidated final report capturing diagnostic findings.
The Client shall provide an initial inventory of the in-scope data sources prior to or at contract signing. For each source, Annex A shall include at minimum: system name, owner agency, system purpose, interface types available (API / database / file export), refresh frequency, approximate volume (records/day or GB/day), sensitivity classification (if available), and known constraints. The Firm shall validate and update Annex A during Phase 1 and submit an updated Annex A for Client approval.
For purposes of this assignment, a "data source" means a distinct operational system or authoritative dataset with an identifiable owner agency and a distinct interface boundary.

4. Team Composition & Qualification Requirements for the Key Experts (and any other requirements which will be used for evaluating the Key Experts under Data Sheet 21.1 of the ITC) 

The Firm shall provide a staffing plan allocating time input (person-days or person-months) by role across each deliverable and phase, consistent with Form TECH-6. The staffing plan shall show when each role will be engaged and the expected on-site versus remote inputs.

Team Composition & Qualification Requirements:

1. Data Architect (Team Leader)

Qualifications
· At least a Master’s degree in Computer Science, Software Engineering, Information Technology, or a closely related field.

· Advanced certifications in Database Administration, Data Architecture, Business Intelligence, or System Integration (e.g., Teradata Certified Professional, Oracle DBA, Microsoft MCDBA/MCSE) will be preferred.

Experience

· Minimum 10 years of verifiable experience in data architecture, database management, ERP systems, and digital transformation projects.
· Demonstrated experience in designing, reviewing, and optimizing large-scale data systems, preferably in the public sector.
· Proven track record of analyzing and improving database structures, validation frameworks.
· Experience working with API-based systems, data integration frameworks, and multi-stakeholder technical environments.
· Prior involvement in assignments requiring coordination with World Bank–funded or donor-supported programs will be an added advantage.
Skills
· Strong command of database design, optimization, and data migration techniques (Teradata, Oracle, PostgreSQL, or similar RDBMS).
· Excellent knowledge of data quality assurance, validation frameworks, and business rule implementation.
· Familiarity with system audit trails, reconciliation reports, and data verification procedures.
· Proficiency in SQL scripting, stored procedures, and data performance tuning.
· Strong analytical, problem-solving, and technical documentation skills.
· Effective communication, coordination, and stakeholder management capabilities.




2. Data Security & Governance Specialist:

Qualifications
· Master’s or Bachelor’s degree in information technology, computer science, data science, or a related discipline.

Experience
· Minimum of 3 years of professional experience specifically focused on developing and implementing data governance frameworks, data classification strategies, and data quality initiatives.
· Preference is given to candidates with experience working in government or public sector environments.
· Proven track record in managing data security and identity management within distributed systems.

Skills
· Deep expertise in robust data security and identity management protocols, including Kerberos and LDAP or Active Directory integration.
· Technical proficiency in designing fine-grained authorization models such as role-based access control at the table, column, and row levels.
· Ability to implement data protection measures including encryption at rest and in transit, data masking, and pseudonymization.
· Hands-on experience using data governance and metadata tools like Apache Ranger, OpenMetadata, data catalogs, and lineage tracking systems.
· Capability to translate legal and regulatory requirements, such as the Information, Communications and Media Act and the National Digital Identity Act, into technical design choices for storage and access layers.
· Knowledge of system auditing, logging models, and the development of protocols for breach detection, reporting, and response.
· Skill in conducting comprehensive data protection impact assessments and applying privacy-by-design principles throughout the data lifecycle.


3. Data Integration & Infrastructure Expert

Qualifications
· Master’s or Bachelor’s degree in information Security, computer science, or a related field.

Experience
· Extensive hands-on experience with core components of the modern data stack, specifically distributed object storage (MinIO, S3), processing engines (Apache Spark), and MPP SQL query engines (Trino, Presto).
· Specialized knowledge of Enterprise Service Bus (ESB) architectures, specifically WSO2, and experience managing large-scale data exchange between heterogeneous government systems.
· Experience in defining sizing, networking, and performance requirements for cloud-native or on-premise big data platforms.

Skills
· Ability to identify high-latency retrieval patterns and define query performance strategies for complex data layers.
· Expertise in API-driven interoperability and secure transport protocols for cross-platform data sharing.
· Proficiency in designing logical and physical diagrams for data ingestion patterns (batch, streaming, API) and storage layers (Bronze/Silver/Gold).


4. Legal & Compliance Advisor

Qualifications
· Master’s or Bachelor’s degree in law, privacy/data protection, or a related field.

Experience
· Minimum of 3 years of experience in data privacy, data protection law, or legal compliance within the technology sector.
· Regulatory Knowledge: Proven experience navigating Bhutan’s legal landscape, specifically regarding the Information, Communications and Media (ICM) Act and the National Digital Identity (NDI) Act.

      Skills
· Ability to interpret and apply the National Data Governance Framework (NDGF) 2025 and other relevant national regulations to technical system designs.
· Expertise in providing legal recommendations that inform policy interventions and shape the technical architecture of Digital Public Infrastructure (DPI).
· Strong ability to translate complex legal requirements into actionable insights for technical and organizational design teams.

Minimum Key Expert Inputs:
Unless otherwise agreed in writing, the following minimum inputs apply:

	Expert Role
	Person-Days
	Justification & Focus Area

	Data Architect / Team Leader
	45 Days
	Core oversight. Focuses on the "Blueprints" and the final "Implementation ToR".

	Data Integration & Infra Expert
	35 Days
	Concentrated on Phase 1 & 2. Defines the ingestion patterns for the 20-25 sources.

	Data Security & Governance
	25 Days
	Focused on the Access Control Matrix and Data Classification Scheme.

	Legal & Compliance Advisor
	15 Days
	Targeted legal review of ICM/NDI Acts against the proposed architecture.



The Firm shall propose a staffing plan that demonstrates adequate, continuous, and proportionate expert input across all phases and deliverables of the assignment. The staffing plan shall allocate person-days by role, by phase, and by deliverable. It shall explain the basis for the proposed level of effort in relation to the scope, sequencing, stakeholder engagement requirements, review cycles, and expected outputs set out in this ToR.

Where minimum person-day inputs are stated for key experts, such minima shall not be interpreted as creating a presumption that such inputs are sufficient in all cases, nor shall they relieve the Firm of responsibility for proposing and providing the level of effort reasonably required to complete the Services to the required standard.


5. Reporting Requirements, Verification Methods, and Time Schedule for Deliverables

The consultancy shall provide the following deliverables outlined in the table below. Each milestone payment shall be payable only upon the Client’s written acceptance of the relevant deliverable(s). A deliverable shall be considered accepted only when: (i) it meets the minimum content requirements stated in this ToR and is internally consistent across sections and annexes; (ii) it has been presented to the Client; (iii) all material Client comments have been addressed and closed in a Deliverable Comment Log submitted with the resubmission; and (iv) the Client’s Authorized Representative has approved it in writing (email acceptable). If a deliverable is returned for revision, the Firm shall resubmit within 7 working days unless otherwise agreed in writing.

	Phase
	Deliverables
	Timeline

	1
	Inception, Assessment & Planning
1. Inception & Gap Analysis: Conduct stakeholder workshops; review all available documentation and technical assets; assess on-premise infrastructure adequacy against modern data platform demands, identifying bottlenecks.
1. Data Source Assessment: Analyse and profile all relevant (approximately 20-25) NSW data sources (Customs, trade licensing, finance); document types, volumes, velocity, quality.
1. Legal & Compliance Review: Ensure designs comply with National Data Governance Framework, Information Communication and Media (ICM) Act, National Digital Identity (NDI) Act, and other relevant regulations. Legal and regulatory review must be translated into concrete technical design choices (e.g., how the ICM Act and NDI Act affect storage, access layers, and encryption).
1. Data Exchange Assessment: Analyze the requirements for data exchange over the existing enterprise service bus (ESB) between (1) the NSW lakehouse, (2) other existing government systems. The assessment should also consider RGoB overall data sharing requirements including the upcoming implementation of GovStack building blocks. The assessment must focus on security, latency, and API-driven interoperability, data variables, as well as query performance strategy and identification of high‑latency data retrieval patterns.

	Contract Signature + 4 weeks

	2
	Core Architecture Design
1. Architectural Blueprint: A fully specified, implementation-ready design. This should leverage sizing done by a data center procured by the client.
1. Design logical & physical diagrams: storage layers (Bronze/Silver/Gold), ingestion patterns (batch, streaming, API), processing engines.
1. Technology Justification: Formal recommendation & justification for the technology stack (FOSS vs. commercial; on-premise vs. hybrid cloud) based on TCO, performance, security, maintainability.

	Contract Signature + 12 weeks

	3
	Security & Governance Design
1. Security Architecture: Design a multi-layered model including authentication (LDAP/AD, Kerberos), authorization (RBAC at table/column/row level, e.g., Apache Ranger), its integration with IAM (LDAP/AD, Kerberos) data protection (encryption, masking), and auditing (logging).
1. Data Governance: Develop a blueprint for a central catalog, lineage tracking, and metadata management and data classification.

	Contract Signature +14 weeks

	4

 
	Implementation Planning
1. Implementation Roadmap: Develop a high-level phased roadmap for architecture build-out.
1. ToR for Implementation: Develop a detailed procurement ready ToR in alignment with World Bank guidelines to procure a data engineering expert or firm for hands-on implementation, testing, and operationalization. The ToR must have clear scope boundaries, well-defined milestones, and detailed functional/technical requirements.

	Contract Signature +20   weeks

	5
	Documentation, Reporting, and Capacity Strengthening
1. Prepare comprehensive technical documentation summarizing current system issues, resolutions, and best practices.
2. Develop SOPs for ongoing data         validation, reconciliation, and system maintenance.
3. Provide recommendations to enhance DSAID's institutional capacity for future system          management and integration.
4. Present a consolidated final report capturing diagnostic findings.
	Contract Signature + 24 weeks



6. Client’s Input and Counterpart Personnel

The Client shall have the following responsibilities:

a.	Provide spaces for small meetings and discussions
b.	Communicate to relevant stakeholders, as needed, to facilitate the requirements of the consultancy to carry out its tasks
c.	Provide relevant available data and documents needed for the assignment
d.	Assign a professional and a contact person to facilitate communication between the consultancy and stakeholders
e.	Assign professionals to work with the consultancy on knowledge transfer


Annex A may be incomplete at the time of contract signing. Where information such as system purpose, ownership, interface type, refresh frequency, approximate volume, sensitivity classification, or known constraints is unavailable or pending for any source, GovTech shall provide the best available information then held. During the engagement, the Firm shall validate, refine, and progressively complete Annex A by reviewing available documentation and conducting stakeholder consultations. It shall submit an updated Annex A for GovTech approval.

7. Duration of the Assignment
The assignment is expected to take 24 weeks from the commencement date.

8. Selection Procedure
The Consultant will be selected following the Consultant’s Qualification Selection (CQS) method as set forth in the World Bank Procurement Regulations for IPF Borrowers, September 2023.


Annexure 1: Data sources inventory

	Agency
	System

	Bhutan Civil Aviation Authority (BCCA)
	PROPOSING A NEW SYSTEM

	Bhutan Food and Drug Authority (BFDA)
	

	Controlled Substances and Medical Device Division (CSMDD) / Medical Product Division
	Drug RIMS

	Bhutan Agriculture and Food Regulatory Authority (BAFRA)
	BBFSS

	Bhutan Information, Communication and Media Authority (BICMA)
	PROPOSING A NEW SYSTEM

	Department of Culture and Dzongkhag Development
	NEPS

	Department of Environment and Climate Change
	PROPOSING A NEW SYSTEM

	Department of Forest and Park Services
	OFS

	Department of Geology and Mines (DGM)
	MAS

	Department of Industry (DOI)
	BNSW

	Department of Immigration
	BMS

	Department of Revenue and Customs (DRC)
	eCMS/BIRMS/BITS

	Department of Law and Order
	PROPOSING A NEW SYSTEM

	Department of Trade (DOT)
	BNSW/IBLS

	Royal Monetary Authority (RMA)
	BTFN

	Royal Bhutan Police
	PROPOSING A NEW SYSTEM

	Department of Livestock
	PROPOSING A NEW SYSTEM

	Department of Agriculture
	PROPOSING A NEW SYSTEM

	Department of Agriculture Marketing Cooperatives
	PROPOSING A NEW SYSTEM

	National Biodiversity Center
	PROPOSING A NEW SYSTEM



